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% MESH 255MG-801 ¥4 T-Jiit
1.1 F=GofF1iE

* SHAERANBEHTEE

& FERTIE Cat.l 4G 1EER

® EEHA DC 9~28V, TIRIZEM

& Bpkd: BiR+2kV, BiflZ+4kV

¢ EEBE: 10%~95%, WEEES

* REMRA, HFEEE. RERSKINEE

¢ 3735 UDP Packet Foward MY, aIli##A%d#/1 KX LoORaWAN =ZFE &
¢ TRHITIRERRELSE, OTAAR

¢ TiET LED SESHBBERS, 0 TLEE. FRKRSE

* WIF/AG/UARZ MBS, Baptlik, HEEBTL IR

1.2 ITIER

255MG-801ETH E4)

o

255MG-801LTE =R =}

FMR_AAMBREERASRNAE



FIIIMESH
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255MG-801 %4l F Mt

TEBRE DC 9~28
BHSH
FHINEE 0.72W(12V)
IhE VO (B
- 95*95%18mm
(L*W*H R EiwF)
]
MR TERE -35°C~70°C
BFERE -45°C~90°C
TEEE 10%~90% (TCiHEE)
B A0 4G Cat1. Ethernet. WIFI(2.4G)
BiREO
LoRa $MEE 470/868/915/923 o]k
NS X313 UDP Packet Forward
BRIKO MQTT Native/Things Board
BE WEB. MQTT =28 &
IngE
K WEB #%% . OTA
ZMW-KBzhiik 4G. Ethernet. WIFI Bt
ISR CN470/EU868/US915/AU915/AS923
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2. BcE

2.1 AP &

RELBSHA AP R, AP BEEEWNT

# AP LT WIFI B2 &
SSID:LoRaGW-xxxxxx

password:loragwwiifi
xxxxxx A SN 89/5 6 i

WEB mtsiit: 192.168.4.1

2.2 BHERE

2.2.1 PRRE

MXB 8 M51E, 8 MSELBIBM radio HHETIEHI, $504 radio0, # radiol, MXEIE
BRI ERBITIRE radio0 F0 radiol SRSEELAY, 8 MNMARF radio0 & radiol BI8LEY, R[E
WXEA—H, ¥ESETHE.

® C(CN470

CN470(& 3 radio0 5 radiol 182 800KHZ, 2RIA radio=470600000Hz,radio1=471400000Hz)
freq0 = RADIO0-300KHz,ZkIA 470.3MHz
freq1 = RADIOO-100KHz,ZkIAA 470.5MHz
freq2 = RADIOO+100KHz,ZkIAA 470.7MHz
freq3 = RADIO0+300KHz,ZkIAA 470.9MHz
freq4 = RADIO1-300KHz,ZkIAA 471.1MHz
freq5 = RADIO1-100KHzZ,ZkIAA 471.3MHz
freq6 = RADIO1+100KHz, 2k 471.5MHz
freq7 = RADIO1+300KHzZ,ZkIAH 471.7MHz

® EUS6S

EUS68(ZkIA radio=867500000Hz,radio1=868500000Hz)
freq0 = RADIO1-400KHz 2K\ 868.1MHz
freql = RADIO1-200KHz ~ ZkIAA 868.3MHz
freq2 = RADIOT 2RiAA 868.5MHz
freq3 = RADIO0-400KHz 2RI\ 867.1MHz
freq4 = RADIO0-200KHz 2RI\ 867.3MHz
freq5 = RADIOO 2iAA 867.5MHz
freq6 = RADIO0+200KHz ~ ZRIAA 867.7MHz
freq7 = RADIOO+400KHz 2RI\ 867.9MHz
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® US915

US915(2RiA radio=904300000Hz,radio1=905000000Hz) //US915_1
freq0 = RADIO0-400KHz ~ ZKIAH 903.9MHz

freql = RADIO0-200KHz 2RI\ 904.TMHz

freq2 = RADIOO 2L 904.3MHz

freq3 = RADIO0+200KHz 2RI\ 904.5MHz

freq4 = RADIO1-300KHz 2RI\ 904.7MHz

freq5 = RADIO1-100KHz ~ ZKIAA 904.9MHz

freq6 = RADIOT+100KHz 2K\ 905.1MHz

freq7 = RADIO1+300KHz 2K\ 905.3MHz

chan_LoRa_Std = radio0+300Khz, 2K\ 904.6MHz

® AU915

AU915(2tIA radio=915600000Hz,radio1=916300000Hz) //AU915_0
freq0 = RADIO0-400KHz ~ ZKIAA 915.2MHz

freql = RADIO0-200KHz 2K\ 915.4MHz

freq2 = RADIOO 2RAA 915.6MHz

freq3 = RADIO0+200KHz ~ ZRIA 915.8MHz

freq4 = RADIO1-300KHz 2RI\ 916.0MHz

freq5 = RADIO1-100KHz 2RI\ 916.2MHz

freq6 = RADIOT+100KHz 2RI 916.4MHz

freq7 = RADIO1+300KHz 2RI\ 916.6MHz

chan_LoRa_Std = radio0+300Khz,2kiA8 915.9MHz

® AS923

AS923(2IA radio=922300000Hz,radio1=923100000Hz) //AS923

MESH

freq0 = RADIO0-300KHz ~ ZKIAA 922.0MHz
freql = RADIOO-100KHz ~ ZKIAA 922.3MHz
freq2 = RADIOO+100KHZ 2RI 922.4MHz
freq3 = RADIO0+300KHz 2RI 922.6MHz
freq4 = RADIO1-300KHz 2K 922.8MHz
freq5 = RADIOT-100KHz 2K\ 923.0MHz
freq6 = RADIOT+100KHz ~ ZRIAA 923.2MHz
freq7 = RADIO1+300KHz  ZRIAA 923.4MHz

255MG-801 3 T /it

chan_LoRa_Std = radio0+300Khz, 2kiAA 922.6MHz

2.2.2 Wi A LoRaWAN NS

ML A NS, 182 : lora.ansitw.com, IP: 106.52.124.231
WEB ithik: 106.52.124.231:8080

B Kbt

® CN470_0:106.52.124.231:1700
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® CN470_10:106.52.124.231:1704
® EU868:106.52.124.231:1701
® US915_0:106.52.124.231:1702
® US915_1:106.52.124.231:1703
® AU915:106.52.124.231:1705
® AS923:106.52.124.231:1706
ATAHEUN, BNRET—DUEKS, JBTFIGEHNHEER:
WEB imititit: 106.52.124.231:8080
ML S: test@loragw.com
MIA M-S 83 test123456
Note:

1.0 SR AR E

2AXNWEKSEAFN, TESBSAERER, FRUMERARERERDIRE CIRSUSIOLIR
3.AL, BREENE NS LHSENOWSEE, BRXRRAREH

2.3 WEB ic&

2.3.1 R4FHLR

® Menu bar, RIFFESMX;

® GW Info, MXERR;

® Configuration, MXBEER, MXNBEETEFEYR, MXNENUEREECLXBEEESEX;
® Maintenance, ##PR, REAR. IKELRE;

Cellular Info

FMR_AAMBREERASRNAE 10



FIIIVESH

2.3.2 MXERR

LoRaWAN Gateway c »
© GW Info
GW Info
B Configuration
@ Maintenance 9efffedc
ongituc
Cellular Info
NET_DOWN
Ethernet Inf
Link Status e
Ma: =
DNS
WIFI Info
Link
Mask

DNS2

255MG-801 %4k F-/iit

® MXH SN AMEIRIE MAC Hhit&ERY, MAC #tthth IEEE E—, S8 EEERE—I;
® MXZAIABY Gateway ID(GWEUI)S SN 8@, Gateway ID tBaJ LAEELE R P iH1TEK;

® WIFI Info E/R892 WIFI STA B0EEBR, BARER, F/B WIFI STATHREGER;

® IMEI AR SEAWE— ID, ICCID A SIM KRS FEFNS)

232 BBER

® WIFI STA X WIFI A R TUEENL;
® Management MQTT, kB EEREEN MQTT S,

FMR_AAMBREERASRNAE
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Management MOTT ()

MGT MQTT Type Standard

MGT MQTT URL mgtt//broker.emgx.io: 1883
MGT MQTT ClientID client_f09e9effie0d6adc
MGT MQTT Username = f09e9efffe0d6adc

MGT MQTT Password

MGT Uplink Topic up/gw/f09eSefife0d6adc/0

MGT Downlink Topic dnigw/f09e%efffe0d6adc/0

¢ FRBERBEM(60s)BIMXBOHE, BTHERMXEL, BINTRLSMXNRE
& SZFEFRE MQTT #0 ThingsBoard
¢ OJBcE Username. Password. ClientlD
¢ SERBEEAXSE MQTTS
@ MREE, FEIRE Region #1 Radio0. Radiol F#1T;
® NS 5@, @IEZNS Host F1 NS Port SRECE, ENE@ME NS;
¢ 47137 UDP Pakcet Forward
& Chirpstack. TTN. BBI=%JLK NS FE8832%F UDP Packet Forward
@ Restart Schedult, XIFEBRESEBI, TJBEERESHIEENBDES

Note:

1. ULRENFREEYN, BRECWSERT Avply, BEEZSER

2.3.3 4P

LoRaWAN Gateway (¢} O
© GWinfo
o

B Configuration

@ Maintenance

Upgrade

O

Drop file here or click to upload

Restore to factory settings

® Read Log, RESFRF—LEBBENET, SFEL. BRRRETML . &R NS KREZEK,

FMR_AAMBREERASRNAE
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LS BRTFAEIREHI LOG;

[1970-01-01 00:00:01 Z] =============Gateway Restarted================
[1970-01-01 00:00:04 Z] Ethernet Link Up
[1970-01-01 00:00:01 Z] =============(Gateway Restarted================
[1970-01-01 00:00:03 Z] Ethernet Link Up

[1970-01-01 00:00:04 Z] Ethernet Got IP Address

[1970-01-01 00:00:04 Z] IP: 192.168.5.110

[1970-01-01 00:00:04 Z] MASK: 255.255.255.0

[1970-01-01 00:00:04 7] GW: 192.168.5.1

[2024-09-13 15:26:31 Z] INFO: Connected to NS

[1970-01-01 00:00:01 Z] =============Gateway Restarted================
[1970-01-01 00:00:03 Z] Ethernet Link Up

[1970-01-01 00:00:04 7] Ethernet Got IP Address

[1970-01-01 00:00:04 Z] IP: 192.168.5.110

[1970-01-01 00:00:04 Z] MASK: 255.255.255.0

[1970-01-01 00:00:04 Z] GW: 192.168.5.1

[2024-09-13 15:32:26 Z] INFO: Connected to NS

[2024-09-13 15:50:47 7] =============(Gateway Restarted================
[2024-09-13 15:50:51 Z] Ethernet Link Up

[2024-09-13 15:50:52 7] Ethernet Got IP Address

[2024-09-13 15:50:52 Z] IP: 192.168.5.110

® Upgrade, BRIy EEZEMY, TLUEITHE;

Upgrade

“" 1

Drop file here or click to upload

upload to server 2

@ Restore to factory settings, IEH B E .

2.4 AT A

255MG-801 4 Tt

- )

AREFFEABITHITERE, FAEERIRERANTEISODEEGELUMEN SRR,

2.4.1 HOER

WTERR, ERTTLED, REZEDFHHINFE——XI NS, 2 TXF RX IXEE, B
TX->RX,RX->TX, EiR LRIGZHE, FFNREHH, SDERERESEIALER,

FMR_AAMBREERASRNAE
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% MESH 255MG-801 %3 -/t

2.4.2 Ui
REXRFHIITHTERE, 1BEM putty 3 XSHELL i#17, S08 &N 115200,8N,1,
Note:
1EXETSH, BREELEN, EHMREFEHRA reboot <&
Ohelp, EEFFE®S

255MG-801> help
pkt_fwd [-h] [--restore] [--host=<UDP Host>] [--port=<UDP Port>] [--gwid=<gateway id>]
ESP32 packet forwarder based on sx1302_hal
--restore clean NVS config
-h, -=—help print help
--host=<UDP Host> UDP Host
--port=<UDP Port> UDP Port
--gwid=<gateway id> Gateway Id

ifconfig
printf network status

reboot
reboot the system

wifi
set wifi parameters

help [<string>]
Print the summary of all registered commands if no arguments are given,
otherwise print summary of given command.
<string> Name of command

FMR_AAMBREERASRNAE
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0.k, ohETi’E pkt_fwd saLHITIRE

255MG-801 3 T /it

@ pkt_fwd BFBEEIRS pkt_fwd 8XHNER, IATFIKE NS #HutFix0O

® ifconfig, BFEEMBEMFHER

255MG-801>
255MG-801> ifconfig

ifconfig

link:  NET_UP

ip: 10.145.122.176

mask:  255.255.255.255

gw: 10.64.64.64

dns1:  218.85.157.99

dns2:  218.85.157.99

IMEI:  860761079936981

IMSI: 460115210945489
ICCID: 89860322245923849833
CSQ/BER: 23/0

link:  LINK_DOWN/NET_DOWN
MAC: 66:e8:33:49:ba:47

ip: 0.0.0.0
mask:  0.0.0.0
gw: 0.0.0.0

dns1:  218.85.157.99
dns2:  218.85.157.99

MAC:  64:e8:33:49:ba:45
ip: 192.168.4.1

ssid:  esp32

pswd: esp32wifi

255MG-801>
® wifi, JLABARESBFIRE wifi ssid A password

& I wifi B2E

255MG-801> wifi
wifi_ssid:jiji
wifi_pswd:redmi

& BLE wifi & SR wifi {ssid} {password}

255MG-801> wifi 255mesh 255mesh123456
set wifi_ssid: Done
set wifi_pswd: Done
set ns_host: Done

set ns_port: Done

set gw_id: Done

set wifi_mode: Done
set freq_region: Done
set freq_radioO: Done
set freq_radiol: Done
set mgt_enable: Done
set mgt_url: Done
set mgt_type: Done

FMR_AAMBREERASRNAE
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set mgt_clientid: Done
set mgt_username: Done
set mgt_tsbd_tele: Done
set mgt_tsbd_req: Done
set mgt_tsbd_resp: Done
set mgt_uptopic: Done
set mgt_dntopic: Done
set cfg_inited: Done

set eth_cfg: Done

set restart_plan: Done
set dns_cfg: Done

Save config to NVS... Done

255MG-801> wifi
wifi_ssid:255mesh
wifi_pswd:255mesh 123456
255MG-801>

® reboot AFREER, EUSHEXNSHEZESEN

FMR_AAMBREERASRNAE
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3. TREN'AB
3.1 SNRER

BREESFF I LRSI

® WIFI STA

® Ethernet

® 4G

X=Fh ERAHANERREB/M RO BRSO ELETH .

@ FAENKT: BURHILREIRERE IP, BMAALEM-RHEE;

® {fi%ik: WIFI STA>Ethernet>4G;

® MRIEFBE: RESERIEEMEN TP, MRS NETER,

3.2 LED RIS
BRI FBERT:
® RF-LED: LoRaWAN #RIR&TFEHWER, EHKWHES, KEFEX,
® SYS-LED:
® RAE/SD), LoRaWAN £f2XRB5, =0.5%, X058,
¢ ZAE/EDN, LoRaWAN &R2EBD, ER.

® WIFI-LED:

it

A

& WIFI STAXBH, X
¢ WIFI STA#NG, =05, X058,

it

¢ WIFI STA &R, B=.
® AG-LED: & 0.2 #, X 1.8 #; LFEMKK.,
¢ =18 %, X02®, &F&H.
¢ = 0.125 ®, X 0.125 B AFHEBEFERE
® LINK-LED: MOIEEET, XTI

® SPD-LED: MOEEIZTT, ZTES

FMR_AAMBREERASRNAE
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4. W T5 7%

1. ®& LB,

2. EEIR S K WIFI # & (ssid:LoRaGW-xxxxxx % 85 : loragwwifi) , N &5 28 & A
(http://192.168.4.1), 0 BENEENERERT,;

3. MIKBAAR, S TAKBE, 1RE/ELL DHCP AUIRENE IP, REBLUKMINEELES;

4. BEBMG, SX1302 BRER), KBiREH GWID(GWID BRIAA SN)RAZE NS BRSS28, oJ#E
NS BRSS 28 EBRIMX 4, 1788 SX1302 ThAEIEE ;

5. #A 4G SIM, 1RIEMZ, AG IEEIRERZ IP #bik, 1788 4G INEEIEE;
6. Elt, SEEIHAEFRIETAA, NitiET,

FMR_AAMBREERASRNAE 18
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FIIIVESH

5. NS X§

3

255MG-801 %4 F Mt

> {E B UDP Packet-forward tMX 33 NS X MM B semtech &, 32 M S LoRaWAN

Gateway 5 NS Zja,

5.1 %} ChirpStack

WTERART

& ChirpStack

LoRaGWTest Tenants 5 % Add
Add gatewar
& Network Server g 4
@ Regions
Genenal Tags Metadata
Name
@ Dashboard
frEm——
R Users
Description
O API Keys
M Device Profiles
Gateway ID (EUIG4)
W Applications 10900kt 00hade e c a
| +
&2 ChirpStack
LoRsGWTest - " 03e3eiieOadc

f09e9efffe0dBadce ssteway i: 109 eiictdsad

© Network Server

@ regions
Dashbosrd  Configuration  TLS certificate  LoRAWAN It

@ Dasnbosrd

R Users

P APIKeys

[ Devics Profiles 2024.09-12 23:5621 ConfirmedDatalp Devagar: 90¢ob169

B Applications

[
2004.08-12 235609 orunair: oacouiss

2024.09-12 23:5¢

oactbie

= s s

2024-09-12 23:56:00 @ ConfirmedDataUp. Devagars 9cobiss

2024-09-12 23:55:37 @ ConfirmedDatalp Seuagar: Sacobiss

5.1 X#ETIN

EESEISEIN

FMR_AAMBREERASRNAE

Stats interval (secs)

30

2024-09-12 23:5621 @ UnconfirmedDataDown Devlddr: BacobliS | DevEUL: TOb3aSTeciOSSAS8  Gatewsy ID: fRfeleffiedaiace

2024-09-12 23:56:09 Te——— Devaddr: DIcObIGH | DevEUT: TOB3GSTecMOS5A29  Gatewsy ID: FDfeSetifeddtace

19
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W e e )

e

ays > Register gateway

Home

Register gateway

Learn more in our guide on (1] Adding Ga:

Gateway EUI )

FO 9E 9E FF FE 6D 6A DC  Reset

Gateway DO *

f09e9efffe0dGadc

Gateway name

f09e9efffe0dGadc.

Frequency plan( *

Register your gateway to enable data traffic between nearby end devices and the network.

China 470-510 MHz, FSB 1

+ Add frequency plan

Note: most g seas

Require authenticated connection O

e this option eg. if your gateway is

Share gateway information

Share status within network
Share location

in network ()

® Resources i + 222014036713

MXBE L%, UBIHMEER LT

W e e )

e

Gateway overview

Home

f09e9efffe0d6ade
I0: fo9e9 £ Fecdea:

de

General information

° f09eefffe0d6ade

Gateway ID

Gateway overview Gateway EUI

3

@ Live data
Frequency plan

w

Location

Created at
Collaborators
APl keys Network settings

@ Generalsettings

Automatic updates

uthenticated connection ®

& 109e9efite0dsade

Public status
Public location ®

Packet Broker forwarding
Status location updates

Enforce duty cycle ®

b Network activity

Packets per data rate

® Resources i + 222014036713

£09e9et££e0dbade

F0 9E 9F FF FE 00 64 D

China 470-510 Mtz FS8 1

Sep 13, 2024 00:30:02

© Disabled

© Disabled

© Enabled

© Enabled

© Enabled

© Disabled

© Enabled

Packets per channel (24 days)
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& Gateway status ©

30 day uptime ©
Unlock uptime graph

4 Upgrade now

Connection stats ®
1 40 345ec 090

& No downlinks yet

M Received 1min. ago

(® Connection started 7 minutes ago

#/ uop

® Location

255MG-801 %4l F Mt

+v| gy

+v v &

@ Last activity 30 seconds ago » M 40up/Odown ¥

NOC ~

Rounditrip times (ms) ®

No data available

This gateway dosen' have recent

Jay the roundtrip fime.

Duty cycle utilization ©

No data available

This gateway does not have recent downlinks and

cannot display the duty cycle utiization

Map —~
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6. MXEEEE

6.1 trift MQTT iEiA

BEBEEEE MQTT HTHIERE, HPREAERSH[NEBERN LTEE, RSF[AER
SHBERA TTEE

Ho:

® 77 Topic: up/gw/{SN}/0

® T47 Topic: dn/gw/{SN}/0

FIa0 /B9 SN: 64e833fffe5909d8, BRA_LTITBIEDBIA
® 17 Topic: up/gw/64e833fffe5909d8/0

® 4T Topic: dn/gw/64e833fffe5909d8/0

WX =B B tEE ETEE kIR OBE

RS BEITLUBIT TTEBIE, RIMNXTREE

6.1.1 AL

"pkt": "periodUplink",
"GWInfo": {
"SN": "64e833fffe5909d8",
"SoftwareVersion": "V1.0.1",
"HardwareVersion": "V1.0.0"
kL
"Staus": {
"GPSValid": true,
"Latitude": 24.000000,
"Longitude": 120.000000,
"Altitude": 0.000000,
"Cellular": {3},
"Ethernet": {},
"WIFI": {
"Link": "NET_UP",
"IPMode": "DHCP",
"MAC": "64:€8:33:59:09:d8",
"IP": "192.169.4.12",
"Mask": "255.255.255.0",
"GW": "192.169.4.1",
"DNS1": "192.169.4.1",
"DNS2": "192.169.4.1"
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}

h
"Configuration": {
"STA": {
"Enable": false,
"SSID": ",
"Password": ""
b
"Management": {
"MQTT": {
"Enable": true,
"URL": "mqtt://broker.emgx.io",
"ClientID": "64e833fffe5909d8",
"UplinkTopic": "up/gw/64e833fffe5909d8/0",
"DownlinkTopic": "dn/gw/64e833fffe5909d8/0"

b
"LoRaWAN": {
"Region": "cn470",
"Radio0": "470600000",
"Radio1": "enable",
"NsHost": "lora.ansitw.com",
"NsPort": "1700",
"GatewaylD": "64e833fffe5909d8"

}

6.1.2 B L &
BHIZBY Configuration PAZS, TEFEBEIT

{
"pkt": "downlink",
"Configuration": {
"STA": {
"Enable": false,
"SSID": ",
"Password": ""
1
"Management": {
"MQTT": {
"Enable": true,
"URL": "mqtt://broker.emqgx.io",
"ClientID": "64e833fffe5909d8",
"UplinkTopic": "up/gw/64e833fffe5909d8/0",
"DownlinkTopic": "dn/gw/64e833fffe5909d8/0"
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}
b
"LoRaWAN": {
"Region": "cn470",
"Radio0": "470600000",
"Radio1": "enable",
"NsHost": "lora.ansitw.com",
"NsPort": "1700",
"GatewaylD": "64e833fffe5909d8"
}
}
}
BE:
{
"pkt": "downlinkRespone",
“result” :"success"
}
6.1.3 E /3
{
"pkt": "downlink",
"emd": {
"reboot": true
}
}
CIE=]
{
"pkt": "downlinkRespone",
“result” :"success"
}
6.1.4 F+4¢
{
"pkt": "downlink",
"emd": {
"upgrade": "http://192.169.4.53/esp32_sx1302.bin"
}
}
BE (KRB ALRGL)
{
"pkt": "downlinkRespone",
“result” :"success"
}

FMR_AAMBREERASRNAE
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6.2 ThingsBoard MQTT if#1#

REEEET MQTT #HTHERE MELZBIBA T OIA uplink, ZEEEERIBME
FRA downlink
BPRRER:
1. MXERRELE
& telemetry_uplink
0 LEBR—RINESREOHE
0 REALBINEEGFERENN, SRXEERFR
2. AFEREBILBMXK
¢ request_downlink, Z3EF & KX SLEM X
& respone_uplink, MXREHBLE=FE
Hdp:
@ telemetry_uplink_topic: v1/devices/me/telemetry
® request_downlink_topic: v1/devices/me/rpc/request/${request_id
@ respone_uplink_topic: v1/devices/me/rpc/response/${request_id}
BRI X AGES B request_id: 10001, BBA L TT@EES BN
@ telemetry_uplink_topic: v1/devices/me/telemetry
® request_downlink: v1/devices/me/rpc/request/10001

® respone_uplink: v1/devices/me/rpc/response/10001

6.2.1 M5 B
1. IRBELSE .. BEERBIITAZX

2. ®&® 1h, R&E—IX

"ts":1451649600512,

"values":
{
"pkt":"gw_info",
"SN":"64e833fffe5909d8", /1&FFIIS
"swver":"V1.0.1", [ 1R hR AR
"hwver":"V1.0.0", | ITEERRAS
"longitude": "24.56789", I1EE
"latitude": "118.56789", II5E
"altitude": "78.965", 11783R
"stat_cell_link":"", /lstat &2 status 89485, stat FFLBIEBRRIELR], cell 2 cellular H465 X N2ES

BOSERSRAS, NET_UP SERAT), NET_DOWN SRaiEs Lk
MRIAAMBERZBRATRNAE 24
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"stat_cell_ip": "", /182 EIRENEIBY 1P

"stat_cell_IMEI": "", /12 SHELA B9 IME

"stat_cell_IMSI": ", /ISIM =89 IMS]

"stat_cell_ICCID": "", //1SIM &89 1CCID

"stat_cell_CSQ": "", /IERESERE

"stat_eth_link": "", /IETH 2 ethernet S , XN 2UKXKMBOERBRRKRS, #X A
LINK_UP/NET_UP, B e LINK_UP ERMZAIEA, LINK_DOWN FRMLRIBEA NET_UP RFERERLD, NET_DOWN
RRERELE

"stat_eth_mac": "", [IVAKR MBS MAC bk

"stat_eth_ip": "", [IVAKREY 1P

"stat_eth_mask": ", /1A R B9F R 8 55

"stat_eth_gw": "', Y EENZES

"stat_eth_dns1": ", /1EARMB9 DNS1

"stat_eth_dns2": ", /1EARM B9 DNS2

"stat_sta_link": ", //STA 2 wifi station 9485, 25185 A station HIBEA WIFI AP, XN
WIFI B98EB8IRZR, NET_UP REREALTH, NET_DOWN RnRiERE E

"stat_sta_mac": ", //WIFI 89 MAC bk

"stat_sta_ip": ", /IWIFI B9 1P

"stat_sta_mask": "", /IWIFI 89F M85

"stat_sta_gw": "", /IWIFI 89>

"stat_sta_dns1": "", //WIFI 89 DNS1

"stat_sta_dns2": "", //WIFI 89 DNS2

"conf_sta_enable":"", //conf 2 cofiguration 89485, sta &2 station 4EE, sta_enable R R2E

/3 WIFI station, true FR/BH, false XFRAEH

"conf_sta_ssid":"", /IBEEBIEALY wifi B9 ssid
"conf_sta_password":"", /B EBEAL wifi 89555
"conf_lorawan_region": "', //BL&H#) LoRaWAN £ region
"conf_lorawan_radio0":"",  //BL&H#) LoRaWAN £9 radio0
"conf_lorawan_radio1™:"",  //B.&H#) LoRaWAN £ radiol
"conf_lorawan_nshost™:"",  //BEEHI LoRaWAN B9 NS #9 host
"conf_lorawan_nsport":"",  //BE&HI LoRaWAN B9 NS 89 port
"conf_lorawan_gatewayid":"" /B & /Y LoRaWAN B9 gatewayid
}
}
6.2.2 Lkl
{
"ts":1451649600512,
"values":{
"pkt":"heartbeat",
"SN":"64e833fffe5909d8"
}
}

6.2.3 M N CHL &

FMR_AAMBREERASRNAE
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BHIZBY Configuration PAZS, TETFEEIT
{

"method": "modify_configuration", //gateway_reboot RHELEEF
"params": {
"sta_enable": true,
"sta_ssid": "",
"sta_password": ",
"mang_mqtt_url": "mqtt://thingsboard.com:6883",
"mang_mqtt_clientid": "64e833fffe5909d8",
"mang_mgtt_username": "",
"mang_mgtt_password": "",
"mang_mqtt_telemetry_topic": "v1/devices/me/telemetry",

"mang_maqtt_request_topic": "v1/devices/me/rpc/request”, /1 BRI AS, LIiRkENZEH
E— request_id

"mang_mqtt_respone_topic": "v1/devices/me/rpc/response”, /I WERERAS, LRRENEE
BE— request_id

"lorawan_region": "cn470",
"lorawan_radioQ": "470600000",
"lorawan_radio1": "471400000",
"lorawan_nshost": "lora.ansitw.com",
"lorawan_nsport": "1700",

"lorawan_gatewayid": "471400000"

}
}
LE:
{
"result": "success",
"resp": { /I BROZERY, BELSHEE
"method": "modify_configuration"
}
}
6.2.4 il ISR L E
{
"method": "query_gw_info", //gateway_reboot R&H<LXEF
"params": { }
}
LE:
{

"result": "success",

"resp": {
"method": "query_gw_info",
"pkt":"gw_info",
"SN":"64e833fffe5909d8", /1EEFFIIS
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"swver":"V1.0.1",
"hwver":"V1.0.0",

"longitude": "24.56789",

"latitude": "118.56789",
"altitude": "78.965",

"stat_cell_link":"",

255MG-801 %4l F Mt

RS
1REHERRAS
IIEE
1146
11383R

/lstat 2 status B985, stat FFLA9EBR RIEN, cell R cellular 9GS XN 2ES

BOREREIRAS, NET_UP FRmiEiEAI), NET_DOWN FRnFRiER Lk

nonn

"stat_cell_ip":
"stat_cell_IMEI": "",
"stat_cell_IMSI": ",
"stat_cell_ICCID": "",
"stat_cell_CSQ": ",
"stat_eth_link": "",

//$£EIREEIN 1P
/1#EE1EH IMEI
/1SIM =89 IMSI
/1SIM &89 ICCID
/1EEESBE

/IETH =2 ethernet I E S , XM U AN EBRRES, #XLH

LINK_UP/NET_UP,E b LINK_UP FR=MZEHEA, LINK_DOWN %ﬂ?l@?ﬂ%iﬁﬁ]\,NET_UP FRVEREMTN, NET_DOWN

BRREE L
"stat_eth_mac":
"stat_eth_ip": ",

"stat_eth_mask": "",

n.oun

"stat_eth_gw":
"stat_eth_dns1": "",
"stat_eth_dns2": "",

"stat_sta_link": "",

11VAZR B89 MAC ik
/ICAZKRIEY IP
1ILAK R 89 F #5838
DS NELNIZES
/1LARMB9 DNS1
/1PARM B9 DNS2
/ISTA 2 wifi station B94E5, 24618 & LA station FVEA WIFI AP, XA

WIFI B98EEEIRZS, NET_UP FRmiEiEAkT), NET_DOWN FRnFiERE E

neoun

"stat_sta_mac":

"stat_sta_ip":
"stat_sta_mask": "",
"stat_sta_gw": "",

"stat_sta_dns1": "",
"stat_sta_dns2": ""

"conf_sta_enable":

/IWIFI 89 MAC bk
/IWIFI B89 1P
/IWIFI 89F R385

/IWIFI B93>
/IWIFI 89 DNS1
//WIFI 89 DNS2

//conf & cofiguration B9485, sta 2 station 45, sta_enable E 2SS

/2 WIFI station, true %m)‘é’ﬁﬁ, false £ =AB B

"conf_sta_ssid":"",
"conf_sta_password":"",

"conf_lorawan_region":

"conf_lorawan_radio0":"",
"conf_lorawan_radio1":"",
"conf_lorawan_nshost":"",
"conf_lorawan_nsport":"",

"conf_lorawan_gatewayid":"",

/1B EBIEAB wifi B9 ssid
/BB wifi B9

/B E R LoRaWAN B9 region

/B &R LoRaWAN B9 radio0

/B &R LoRaWAN B9 radio

//BLE B9 LoRaWAN 89 NS 89 host

/B &/ LoRaWAN 89 NS 89 port

/ /B2 EH LoRaWAN 89 gatewayid

"mang_matt_url": "matt://thingsboard.com:6883", //mang & management 89485, kIR A EEIBE R

MQTT URL, 48z matt://host:port

"mang_maqtt_clientid": "64e833fffe5909d8",//IttIR A MQTT clientlD

"mang_mqtt_username":

"mang_mqtt_passwor

"mang_matt_telemetry_topic":

"mang_mgtt_request_topic":

5

//BEIRA MQTT username

/IR MQTT password

/IR B thingsBoard B9 telemetry =28
//1EEIRA thingsBoard #9 RPC request

v1/devices/me/telemetry",

v1/devices/me/rpc/request”,

FMR_AAMBREERASRNAE 27



FIIIVESH

"mang_matt_respone_topic": "v1/devices/me/rpc/response",
F/, SBEHHE request_id

255MG-801 4 Tt

//EEIRA thingsBoard 89 RPC respone

}
}
6.2.5 E 3
{
"method": "gw_reboot", //gateway_reboot RHLEXEF
"params": {}
}
CIE=]
{
"result": "success",
"resp": { /I BIREIZERN, BUELEHIRE
"method": "gw_reboot"
}
}
6.2.6 kB ) WA
{
"method": "gw_restore", //gw_restore 2HmELEEF
"params": {}
}
CIE=]
{
"result": "success",
"resp": { /I BIREIZERN, BUELEHIRE
"method": "gw_restore"
}
}
6.2.7 -4
{
"method": "gw_upgrade"”, //gateway_reboot R&HLKEF
"params":  {
"url":"http://192.169.4.53/simple_ota.bin" /&&RZZFE HTTP 89 URL
}
}
& (KEIFAEGL)
{
"result": "success",
"resp": { /I BREIZERYN, BUELEHIRE
"method": "gw_upgrade"
}
}

FMR_AAMBREERASRNAE
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7.1 Chirpstack i)

255MG-801 %4k F-/iit

7. ChirpStack B94E

Chirpstack & —M T LoRaWAN NS, J&—Fig) iz M H A A 1L i8E ) LoRaWAN NS.

X LoRaWAN 5L (4 SEEL AR FL s 4x T

7.2 MR

N e
@ ChirpStack
CustomerTest
O Network Server Gateways
® Regions
o
© Dashboard
R Users Offline
AR ey « Offline
[ Device Profiles. -
+ onli
Offine
Nev
Offine
Offln
Ofine
&2 chirpStack
& Netw Add gateway
@ feg
Tags

2024-10-22 10:46:53

2024-10-11 09:58:24

2024-10-28 13:00:55

2024-11-12 234553

2024-11-12 23:46:01

2024-10-29 09:13:00

2024-11-05 16:14:51

2024-11-03 19:46:33

2024-10-29 11:32:53

Gateway ID

Il - oo - |

Nam Region ID Region common-name
123 o
e
03eSeffe0csatt 700 cnato
f09e3effe0dsade as923 as923
03eSeffe0dsfos eutss euses
0963effe0d713e 4700 o
03e3effe0d7159
096Seffe0d7bec nd70.10 o
f03eSefe0d7e2 ne70.10 cnaro
09e3effe0d7ers a10.0 o

’

Device Profiles

o Da
R Uss
P

Gateway ID (EUi64)

MsB

1. Name "IHE LS5, W[5 Gateway ID [ ;
2. Gateway ID E#IM<H] Gateway ID 3 B[,

3. HA5E RN UL ki i R I (1) Submit #2252 RIAT

Note:

1. K7 Add gateway ATBEIN FHoRER R, TTRNE, LSRR ESM M EE B N kA .
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e Only secure origins are allowed (see: X
https://permanently-
removed.invalid/YOZkNV).

7.3 WHRN

Nk LBy N=

1. Q&% Device Profiles, 1% c 45 nl kit

2. QIENA, wmRCSAH BT

3. I RIN, FARKELR, ®FEAEER Device Profiles

7.3.1 £1%E Device Profiles

& ChirpStack
Add device profile

CustomerTest

© Network Server
Join (OTAA/ABP)  Class-B  ClassC  Codec  Relay Tags  Measurements

@ Regions

Nem
@ Tenant
Dashboard
e Description
R Users
£ APIKeys
Device Profiles
= Gateways
* Region Region configurat
8 Applications 2 9 £l
£UB6B

* MAC version O +Regional parameters revision

2

Sel

255MG-801 %4 F Mt

_ test@loragw.com

lect device-profile template

LoRaWAN 103
* ADR algorithm ©)
Default ADR algorithm (LoRa only)

Flush queue on activate * Expected uplink interval (secs)

[_©)

Allow roaming C

3600

Device-status request frequency (req/day) ©)

1

WRyE s oL, WA EMIEBL, AMT7. Class RIAT

7.3.2 % Application

d;ﬁ ChirpStack

CustomerTest - Wt { ARl

Applications

Name Description
@ Dashboard

P AP Keys

B Device Profiles

* Gateways

FMR_AAMBREERASRNAE
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255MG-801 4 Tt

B ARERI), 1E chirpstack H, &2 #% I Application 45 G2HZU7E — 2 1)

7.3.3 FANEK

@ ChirpStack

CustomerTest ustomerTest / Applications / CNATO-TEST

(CN470-TEST application id: 1e551062-0555-457c-aadf-56098502d7c1
© Network Server

® Regions
. Devices  Multicastgroups  Relays  Application configuration  Integrations
© Dashboard
A Users
Last seen DevEUl Name
£ AIKeys
A — 2024-11-03 17:47:09 20CBABFFFEO10101
= Gateways 1
3 Applcations
2024-11-05 23:59:38 70b3d57ed005548A
Never myeg
2024-09-24 105826 otaa
Never . test
Add device
Device  Tags  Variables
* Name
Description
* Device EUI (EUI64) Join EUI (EUI64)
MsB ] a
* Device profile
Device s disabled Disable frame-counter validation G

Note:
1. FARERBEFA key [fl, OTAA Al ABP BEF AN key:
2. OTAA ¥j APPEUI(JoinEUlE AR BASC, FTBATT AARHZFEA .

7.4 BEHE
7.4 EEMNIEE

FMR_AAMBREERASRNAE
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g
CZ ) ChirpStack
CustomerTest Tenants / CustomerTest / Gateways
& Network Server Gatenierys
® Regions
Last seen Gateway ID Name
@ Tenant
« Offine 2024-10-22 104653 109e9efife0d7154 123
© Dashboard
« Offine 2024-10-11 095824 2255530000000000 a
A Users
O APIKeys « Offline 2024-10-28 13:00:55 1 1
8 [Device Profies * Online 2024-11-13 00:06:26 f09e9efffeOd6adc
« Online 2024-11-13 000635
8 Applications
+ Offine 2024-10-29 09:13:00 effe0d713e 13e
+ Never seen 09e9efife0d7159 109e9efife0d7159
« Offine 2024-11-05 16:1451 109e9efffe0c7bec f09e9efife0c7bec
« Offine 2024-11-03 19:4633
« Offine 2024-10-29 1132553 s
Tenants / CustomerTest / Gateways / f09eSefffeOd6adc
f09e9efffe0d6adc gateway id: 09edefie0dbade
Dashboard  Configuration  TLS certificate |  LoRaWAN frames
2024-11-07 00:34:41 @ UnconfirmedDataUp Devhddri 91365755
2024-11-07 00:34:37 @ UnconfirmedDatalp Devaddr: 81465756
2024-11-07 00:34:36 T UnconmeiDasDown. DevAddr: 01465F56 | DevEUL: 116 Gateway ID:
2024-11-07 00:34:36 @ UnconfirmedDatalp Devaddr: 81465¢56
2024-11-07 00:34:19 e A DevEUL: 000000GOOGOC1110 Gateway ID: f@0edcfFfeddbadc
2024-11-07 00:34:19 @ JoinRequest T 00ReP00e0ReTTIE
2024-11-07 00118:36 @ UnconfirmedDataDown Devacdr: 13432f | DeviUL: 116 | | Gateway 10:
2024-11-07 00118:36 @ UnconfimedDataUp Devhddrs @134372¢
2024-11-07 00:18:25 @ UnconfirmedDataDor Devaddr: @1343F2 | DeveUL: 116 | Gateway I0:
2024-11-07 00:18:25 @ UnconfirmedDatalp Devaddr: @1343F2¢

UE AR A 1A B 9 W SRR (R B Bl T LR IR 1Y

7.4.2 BHEFT S

@ ChirpStack

CustomerTest Tenants / CustomerTe

eu868-test application id: 7283286-c592-4bc1-9479-b8c6H30f55cH
© Network Server

@ Regions
© Dashboard
R Users
£ APIKeys
= Gateways 2024-11-13 00:06:38 bf03241020d00002 H25S Sensor

FMR_AAMBREERASRNAE

Device profile

OTAA-EUBEE-CLASSA

OTAA-EUBEE-CLASSA

OTAA-EUBE8-CLASSA

OTAA-EUB68-CLASSA

OTAA-EUBE8-CLASSA

OTAA-EUBE8-CLASSA

255MG-801 %4l F Mt

Region ID.

4700

na70.0

as923

eu8ss

na70.0

na70.10

47010

na70.0

Add gate

Region common-name
cnato
cnato
cnato
aso2s
euses

cNaTO

cNaTo

CNaTO

()2 > | rorme

Delete gateway

H Download

Delete application

Battery

[D 10/ page
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O chipstack al 2
CH4 Sensor device eui 5f03241108400002

CustomerTest

& Network Server
Dashboard  Configuration ~ OTAAkeys  Activation  Queue

® Regions

@ Tenant
Dashboard
2024-11-13 0004:26 @ Unconfimedbatalp I braxze110800002
A Users
2004-11-12 2359:25 @ UnconfirmedDataUp Devaddr: G1£a6501 | DeVEUL: 6703241108400002
£ APl Keys
B Device Profiles 2024-11-12 2354118 @ UnconfirmedDataUp Devaar: o1fessal
= Gateways
2004-11-12 2349:09 @ UnconfirmedDataUp Devadar: O1fa65c1 | DevEUL: br03241108400002
2004-11-12 234409 @ UnconfirmedDataUp Devadar: G1a6501 | DeVEUI: 6703241108400002
2024-11-12 2339:00 CRUSSTNENTE) Dcuscdr: olfassl | DeviUL: bro3241108409002
2004-11-12 2333:58 @ UnconfirmedDataUp Devadar: 01fs6501 || DeVEUL: bF03241108400002
2004-11-12 2328554 @ UnconfirmedDataUp Devadar: 01fa65a1 | DevEUL: b703241108400002
2024-11-12 2323:50 @ UnconfirmedDatalp Devadar: O1fa65c1 || DevEUL: br03241108400002
2004-11-12 2318:42 @ UnconfirmedDataUp Devadar: G1fa65a1  DeVEUI: 6703241108400002

DevEUL: b03241105400002

B8 Applications

7£ Events 1 LoRaWAN frames & 7] LLE 3% 4 1) L 47 8dE, H+ LoRaWAN frames &
P& ELE, FREERCORESTTLLE 2], S5 ADR % Mac Commnad # AT LA 2.
Note:

1.A Chirpstack &5 SR GRS P ML KIS T & ADR £ S ChannelMask, BT AR M <)
PSP DFTRBRIFES—H, SSHT APEBERAS BTN, AT SECEHRHE.
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